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Process Software faults
Software obsolescence
Data Media faults
Media obsolescence
Vulnerabilities Hardware faults

Infrastructure | Hardware obsolescence
Communication faults
Network service failures

Disasters Natural disasters
Human operational errors
Attacks Internal attacks
External attacks
Threats Management | Economic failures

Organizational failures

Legislation Legislative changes
Legal requirements

| Table 1. Taxonomy of vulnerabilities and threats to digital preservation.
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R1. UNDERSTANDING &
ACTION

Continuity risk is neither
understood nor addressed

levels or across the

|A responsibilities)

R4.IM SYSTEMS &
PROCESSES

Existing. legacy or future IM systems
and processes do nol maintain
Continuity to Information Assets over
time or through change

R20. FAILURE IN THE INTEGRITY OF THE
INFORMATION ASSET

Information is partial: missing crucial
metadata. content or context

cohesively at either the right

organisation (esp. IM, IT and

Existing, legacy or future IT systems

Continuity to Information Assels over
time or through technological change

R2. RISK GOVERNANCE

Continuity risk is not reflected
in the risk management and
information govemance

R3. INFORMATION VALUE

The Organisation does not
understand the nature and
value of its Information Assets

processes al either the right
levels or across meﬁg é_\n oxijgh 0 dbi able to apply
organisation ontinuity risk management

R6. BUSINESS SYSTEMS

R5. IT SYSTEMS &
PROCESSES
Existing, legacy or future

and processes do nol maintain

Assets over time or through
organisational change

R12 g R16.
R9. CONTENT OVE! r OBSOLESCENT 1
R7. CONTEXT RB8. CONTEXT & CONTEXT PR NON‘.A”CE TECHNOLOGY R14, R15. ACCESS P:gg’\:sﬂ:?
Al NOT SEPARATED ll R10. CONTEXT | R11. coNTENT | manTAMED The TECHNOLOGY || RESTRICTIONS
MAINTAINED Inf ) LOST LOST Information LOCK-IN - The
Requirsd Information %:n":namn Inf jon Information Eeye—cn.{ Asset format The of encryption by
Information Context / Metadata and Context / Content (Data) [| Aucit data cannol be Information and file-level Assetis
Context / A < 5 - about the accessed by . ’ hidden in a
Meladata is Metadata is Information Matadata is is lost over Information dabl Asset is passwords for structurally
Shont Bt not maintained | Content (Data) I lost over time time of Aseet s not I:::";u;y locked in to a the complex
crealion ! ov:: umahor are sea:ralad of through !h':ough maintained (infrastructure, spacgc ) Information digital format
capture e ok change change over time or platforms, "“d'":c gy ¢ Asset are nol or an
change houg through applications vendor m e e
change change otc) location

R21. FAILURE IN THE AVAILABILITY OF
THE INFORMATION ASSET

Information cannot be located or cannot be
opened with available technology

STRUCTURES & PROCESSES

organisational business systems,
siructures and processes do not
maintain Continuity to Information

TIMBUS

TiA

INCOIF:I;:-TBLE R18, |m§\¥éaeu'r
TECHNOLOGY || INSUFFICIENT i opovenaNCE
Adw?a'lion CONTEXT Tharal
sset format There is . re is
ugg?v?:hb;w Insufficient '"’:’uﬂ;‘ﬁ'?“‘
required lnlonnanu'n provenance
functionality Contaxt / data to trust
b Metadata o the
by available understand "
tachnology the authenticity o
(infrastructure, Information » !hoﬁ
platforms, Asset information
applications) Asset

INFORMATION ASSET

Information cannot be used as needed with
the available technology, cannot be
understood without its context or cannot be
trusted as authentic

R22. FAILURE IN THE USABILITY OF THE
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Unsatisfactory | Bit stable Content stable Archival storage
storage storage storage
Hand-held Images Content has been | Automatic check
carriers have been |QAed for corruption via
transferred checksums
on Metadata has
managed been produced Automatic
hard disk and QA’ed replication over
storage _ remote locations
File formats have
Storage is | been identified Digital signatures
backed up

Representation
Information has
been deposited

Integration with
Primo / ILS
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Formalise
Mandate(s)

Formalise
Constraints
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Objectives

Formalise
Activities & Assets
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Home

Online Help

User Admin

Before the Assessment

Assessment Centre

Report Results

Latest News

Get Expert Help

Download Offline
Version

Submit Feedback

DRAMBORA Training

About

Objectives

Benefits

The DRAMBORA Team

Dissemination

DRAMBORA Users

Potential
Impact*:

Probability:

Severity:

Risk
Description:
Risk
Vulnerability:

Risk
Relationships:

Nature of
Risk:

Risk
Owner(s):

Functional
Class(es):

Linked to :

Management
Strategy(ies):

Medium (to Organisational Viability)

48%

Repository's operational budget is reduced

Local recession provokes budgetary reduction of government
financed repository

Budgetary reduction to Enforced cessation of repository operations
(Contagious)

Physical Environment:

Personnel, Management & Admin Procedures:

X4 X

Operations & Service Delivery:

Hardware, Software or Communications Equipt & Facilities: 3¢

Repository Management

Supporting Functional Classes

Mandate & Commitment to Digital Object Maintenance, Organisational
Fitness

TIMBUS

cease its business activities.)

Hdefined activities

ldefined objectives

Hdefined constraints

Hdefined mandate

Hassessment progress

Zsaved snapshots
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